loT System Certification Scheme (IoTSCS)

Government of India
Ministry of Electronics & Information Technology, STQC Directorate
6, CGO Complex, New Delhi 110003

Certificate of Product Evaluation

Certificate Number: STQC/IOTSCS/0523/003U

Product Name: SATATYA 5/8MP Project/Distribution/Turret &2/5/8MP

Ruggedized Series IP Camera (SSC339G CHIPSET), Platform: LINUX

OEM: M/s Matrix Comsec Private Limited, 394-GIDC, Makarpura, Vadodara- 390 010,

Gujarat, India

Manufacturer: M/s Matrix Comsec Private Limited, 394-GIDC, Makarpura, Vadodara-

390 010, Gujarat, India

Supplier: --

Security Level: L2 of ASVS v4.0 Appendix C: Internet of Things Verification Requirements
The product identified in the certificate has been evaluated under the terms and conditions of the loT
{ System Certification Scheme (loTSCS), at Electronics Regional Test Laboratory (North), S Block, Okhla
| Industrial Area, Phase Il, New Delhi 110020 for conformance to the ISO/IEC 27400 (Testing Specification as
per OWASP Application Security Verification Standard v4.0 - Appendix C: Internet of Things Verification

Requirements).
This certificate applies only to specific version and release of the product in its evaluated configuration

(Refer Annexure for details & Model Numbers).

This certificate is not an endorsement of the product by any agency of the Government of the India and no
warranty of the product is either expressed or implied.

Note: This statement of compliance will be null and void if there is any change in product and/or if any new
vulnerability is discovered. \

Date of Issue: 06.09.2023 éé/l.z\/g\yh
Certificate Expiry: 05.09.2026 Head 10TSCS Certification Body

Page 1 0of 4



Annexure to 1oTSCS Certificate Number: STQC/IOTSCS/0523/003U

—a

The product below has been evaluated under the terms of loT System Certification Scheme (1oTSCS)
and meet the standard ISO/IEC 27400 (Testing Specification as per OWASP Application Security Verification
Standard v4.0 - Appendix C: Internet of Things Verification Requirements L2)

Reference Standards

ISO/IEC 27400 - 2022 (Testing Specification as per OWASP Application
Security Verification Standard v4.0 - Appendix C: Internet of Things
Verification Requirements L2)

Product Name,
Model&Version

SATATYA 5/8MP Project/Distribution/Turret &2/5/8MP Ruggedized Series
IP Camera (SSC339G CHIPSET), Platform: LINUX

Chipset (SoC) Details &
Country of Origin

Sigmastar SSC 339 G, *Taiwan

*Based on submitted documentation provided by Manufacturer

Firmware Version No. &
Hash

AVServer  [9074882dd54b12bb30d72fab258b1e80c659453dcad1293ac996adebc544c0f

1

2 [¢f3e5¢0da05d32862080f70eb3df6a7a275ac9f265a3cad4b2d43521fe985d5

3 [SystemServer [29d3bd029db6fca7648d8f9dc84e0459f812d30a8a5941d1a6a5a94129fc9275
4 [CGl 6504308de2f906545bd71b5aa2f3fb248c59b52f670b68bab125a7bd9cc04ch

Https

5 [funneling and
Proxy Server
6 [SysUpgrade

DiServer

b2chc13712736b781133ecbb1fac2763a136d19784c48abd7076bc4224fc9253

239bfb4 2ebba9b0cabaf826dcc2a045a5a32b9ccfbca8af15ddf12c7a2457¢11

Applicable to models of
same Chipset & Firmware

Refer Page 3 & 4

Level

L2 of OWASP ASVS v4.0 Appendix C: Internet of Things Verification
Requirements

Evaluation Lab

Electronics Regional Test Laboratory (North), S Block, Okhla Industrial Area,
Phase I, New Delhi 110020

Date of Issue: 06.09.2023
Certificate Expiry: 05.09.2026
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Head 10TSCS Certification Body
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Annexure to 10TSCS Certificate Number: STQC/I0TSCS/0523/003U

30 | SATATYA CIDR50MVL12CWP P2

CIDR50MVL12CWP P2

;’; Model Name Model Number SN'; Model Name Model Number
1 | SATATYA CIBRSOFL28CWS P2 CIBR8OFL28CWS P2 31 | SATATYA MIBRSOFL28CWS P2 | MIBRSOFL28CWS P2
2 | SATATYA CIBRSOFL36CWS P2 CIBR8OFL36CWS P2 32 | SATATYA MIBRSOFL36CWS P2 | MIBRSOFL36CWS P2
3 | SATATYA CIBRSOFLGOCWS P2 CIBR8OFLEOCWS P2 33 | SATATYA MIBRSOFLGOCWS P2 | MIBRSOFLGOCWS P2
4 | SATATYA CIBRSOFL28CWP P2 CIBR8OFL28CWP P2 34 | SATATYA MIDR8OFL28CWS P2 | MIDRSOFL28CWS P2
5 | SATATYA CIBRSOFL36CWP P2 CIBR8OFL36CWP P2 35 | SATATYA MIDRSOFL36CWS P2 | MIDRSOFL36CWS P2
6 | SATATYA CIBRSOFLGOCWP P2 CIBR8OFL6OCWP P2 36 | SATATYA MIDRSOFLEOCWS P2 | MIDRSOFLGOCWS P2
7 | SATATYA CIBR8OMLL2CWP P2 CIBR8OMLL2CWP P2 37 | SATATYA MIBRSOFL28CWP P2 | MIBRSOFL28CWP P2
8 | SATATYA CIDRSOFL28CWS P2 CIDRBOFL28CWS P2 38 | SATATYA MIBR8OFL36CWP P2 | MIBRSOFL36CWP P2
9 | SATATYA CIDR8OFL36CWS P2 CIDRSOFL36CWS P2 39 | SATATYA MIBRSOFLGOCWP P2 | MIBR8OFLGOCWP P2
10 | SATATYA CIDR8OFLGOCWS P2 CIDR8OFLEOCWS P2 40 | SATATYA MIDRSOFL28CWP P2 | MIDRSOFL28CWP P2
11 | SATATYA CIDRSOFL28CWP P2 CIDRSOFL28CWP P2 41 | SATATYA MIDRSOFL36CWP P2 | MIDRSOFL36CWP P2
12 | SATATYA CIDR8OFL36CWP P2 CIDRBOFL36CWP P2 42 | SATATYA MIDRSOFLEOCWP P2 | MIDRSOFLGOCWP P2
13 | SATATYA CIDR8OFLGOCWP P2 CIDRSOFLEOCWP P2 43 | SATATYA MIBRSOFL28CWS P2 | MIBRSOFL28CWS P2
14 | SATATYA CIDRSOMLI2CWP P2 CIDR8OML12CWP P2 44 | SATATYA MIBRSOFLAOCWS P2 | MIBRSOFLAOCWS P2
15 | SATATYA CIBRSOFL28CWS P2 CIBRSOFL28CWS P2 45 | SATATYA MIBRSOFL6OCWS P2 | MIBRSOFLGOCWS P2
16 | SATATYA CIBRSOFLAOCWS P2 CIBRSOFL4OCWS P2 46 | SATATYA MIDRSOFL28CWS P2 | MIDRSOFL28CWS P2
17 | SATATYA CIBRSOFLEOCWS P2 CIBRSOFL6OCWS P2 47 | SATATYA MIDRSOFLAOCWS P2 | MIDRSOFLAOCWS P2
18 | SATATYA CIBRSOFL28CWP P2 CIBRSOFL28CWP P2 48 | SATATYA MIDRSOFL6OCWS P2 | MIDRSOFL6OCWS P2
19 | SATATYA CIBRSOFLAOCWP P2 CIBRSOFL4OCWP P2 49 | SATATYA MIBRSOFL28CWP P2 | MIBRSOFL28CWP P2
20 | SATATYA CIBRSOFLEOCWP P2 CIBRSOFLGOCWP P2 50 | SATATYA MIBRSOFLAOCWP P2 | MIBRSOFLAOCWP P2
21 | SATATYA CIBRSOVL12CWS P2 CIBRSOVL12CWS P2 51 | SATATYA MIBRSOFLGOCWP P2 | MIBRSOFLGOCWP P2
22 | SATATYACIBRSOMVL12CWP P2 | CIBRSOMVL12CWP P2 52 | SATATYA MIDRSOFL28CWP P2 | MIDRSOFL28CWP P2
23 | SATATYA CIDRSOFL28CWS P2 CIDR5OFL28CWS P2 53 | SATATYA MIDRSOFL4OCWP P2 | MIDRSOFLAOCWP P2
24 | SATATYA CIDRSOFLAOCWS P2 CIDRSOFL4OCWS P2 54 | SATATYA MIDRSOFLEOCWP P2 | MIDRSOFLGOCWP P2
25 | SATATYA CIDRSOFLGOCWS P2 CIDRSOFL6OCWS P2 55 | SATATYA MITRSOFL28CWS P2 | MITRSOFL28CWS P2
26 | SATATYA CIDRSOFL28CWP P2 CIDRSOFL28CWP P2 LRI il s e B LU S
27 | SATATYA CIDRSOFLAOCWP P2 CIDRSOFLAOCWP P2 57 | SATATYA MITRSOFLBOCWSIPZ || MITRSOFKGOCWERS
28 | SATATYA CIDRSOFL6OCWP P2 CIDRSOFL6OCWP P2 58 | 'SATATYA MITRSOFL2SCWP P2 | MITRSORL2BCWP P2
29 | SATATYA CIDRSOVL12CWS P2 CIDRSOVLI2CWS P2 59 | SATATYA MITRSOFLIBONP P2 | MITROOFLIGLWE B2
60 | SATATYA MITRSOFL6OCWP P2 | MITRSOFLGOCWP P2

Date of Issue: 06.09.2023
Certificate Expiry: 05.09.2026
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Head 10TSCS Certification Body
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Annexure to loTSCS Certificate Number: STQC/IOTSCS/0523/003U

Sr.
No

Model Name

Model Number

Sr.
No

Model Name

Model Number

61

SATATYA MITR80FL28CWS P2

MITR80FL28CWS P2

79

SATATYA RIDR20FL28CWS P2

RIDR20FL28CWS P2

62

SATATYA MITR80FL36CWS P2

MITR80FL36CWS P2

80

SATATYA RIDR20FL36CWS P2

RIDR20FL36CWS P2

63

SATATYA MITR80FL6OCWS P2

MITR80FL60CWS P2

81

SATATYA RIDR20FL60CWS P2

RIDR20FL60CWS P2

64

SATATYA MITR80FL28CWP P2

MITR80FL28CWP P2

82

SATATYA RIDR20FL28CWP P2

RIDR20FL28CWP P2

65

SATATYA MITR80FL36CWP P2

MITR80FL36CWP P2

83

SATATYA RIDR20FL36CWP P2

RIDR20FL36CWP P2

66

SATATYA MITR80FL6OCWP P2

MITR80FL60CWP P2

84

SATATYA RIDR20FL60CWP P2

RIDR20FL60CWP P2

67

SATATYA MITCS50FL28CWS P2

MITC50FL28CWS P2

85

SATATYA RIDRS0FL28CWS P2

RIDR50FL28CWS P2

68

SATATYA MITC50FL36CWS P2

MITC50FL36CWS P2

86

SATATYA RIDR50FL36CWS P2

RIDR50FL36CWS P2

69

SATATYA MITC50FL60CWS P2

MITC50FL60CWS P2

87

SATATYA RIDRS0FL60CWS P2

RIDRSOFL60CWS P2

70

SATATYA MITC50FL28CWP P2

MITC50FL28CWP P2

88

SATATYA RIDR50FL28CWP P2

RIDR50FL28CWP P2

71

SATATYA MITC50FL36CWP P2

MITC50FL36CWP P2

89

SATATYA RIDRSOFL36CWP P2

RIDR50FL36CWP P2

72

SATATYA MITC50FL60CWP P2

MITC50FL60CWP P2

90

SATATYA RIDRS0FL60CWP P2

RIDR50FL60CWP P2

73

SATATYA MITC80FL28CWS P2

MITC80FL28CWS P2

91

SATATYA RIDR8OFL28CWS P2

RIDR80OFL28CWS P2

74

SATATYA MITC80FL36CWS P2

MITC80FL36CWS P2

92

SATATYA RIDR8OFL36CWS P2

RIDR80FL36CWS P2

75

SATATYA MITC80FL60CWS P2

MITC80FL60CWS P2

93

SATATYA RIDR8OFL60CWS P2

RIDR8OFL60CWS P2

76

SATATYA MITC80FL28CWP P2

MITC80FL28CWP P2

94

SATATYA RIDR8OFL28CWP P2

RIDR80OFL28CWP P2

77

SATATYA MITC80FL36CWP P2

MITC80FL36CWP P2

95

SATATYA RIDR8OFL36CWP P2

RIDRBOFL36CWP P2

78

SATATYA MITC80FL60CWP P2

MITC80FL60CWP P2

96

SATATYA RIDR8OFL60CWP P2

RIDR8OFL60CWP P2

Date of Issue: 06.09.2023

Certificate Expiry: 05.09.2026

Head IoTSCS Certification Body
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